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Standard Operating Policies

Section IIIE – Policies: Participating Agencies
Access to Data
Since August 2004, CHIN has been an affiliate of NC Housing Coalition and the NC Coalition to End Homelessness and provides vital information and community services to the citizens of North Carolina.  In this unique capacity CHIN is able to leverage the resources of its constituent members and agencies to more fully address homelessness in North Carolina.  CHIN provides homeless persons, service organizations and nonprofit and government agencies with the support and technical assistance to help strengthen our community by ending homelessness in North Carolina over the next ten years.  The resources presented through CHIN are for informational and educational purposes only.   

	PUB E-7: Electronic Access Control

	POLICY
	Access to all of central server computing, data communications and sensitive data resources will be controlled based on the user’s needs. Access control violations must be monitored, reported and resolved by Power Users and/or the CHIN Regional Coordinator.

	SCOPE
	System wide.
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	DESCRIPTION


	All users will be granted access to the system based on logical need. Need exists only for those agency staff, volunteers, or designated personnel who work directly with (or supervise staff who work directly with) clients or have data entry responsibilities. 

Power Users and the CHIN Regional Coordinator must regularly review user access privileges and inactivate identification codes and passwords from their systems when users no longer require access.  In addition, Administrators must implement discretionary access controls to limit access to the HMIS information when available and technically feasible.  

All the system resources will be protected at all times by a firewall.  Workstations that access the HMIS through a modem will be behind a firewall.  If workstations access the internet through a central server, the central server will be behind a firewall.

Access control measures should include:

· access to computer terminals within restricted areas should be controlled through a password or through physical security measures;

· each user should have a unique identification code;

· each user’s identity should be authenticated through an acceptable verification process;

· passwords are the individual’s responsibility, and users cannot share passwords;

· users should be able to select and change their own passwords, and must do so at least every sixty (60) days. A password cannot be re-used until 2 password selections have expired;

· passwords should not be able to be easily guessed or found in a dictionary. The password format is alphanumeric;

· any passwords written down should be securely stored and inaccessible to other persons; and

· users should not store or use the “remembering” function to store passwords on a personal computer for easier log on.

(http://www.hud.gov/offices/cpd/homeless/rulesandregs/fr4848-n-02.pdf)


