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Standard Operating Policies

Section IIIE – Policies: Participating Agencies
Access to Data
Since August 2004, CHIN has been an affiliate of NC Housing Coalition and the NC Coalition to End Homelessness and provides vital information and community services to the citizens of North Carolina.  In this unique capacity CHIN is able to leverage the resources of its constituent members and agencies to more fully address homelessness in North Carolina.  CHIN provides homeless persons, service organizations and nonprofit and government agencies with the support and technical assistance to help strengthen our community by ending homelessness in North Carolina over the next ten years.  The resources presented through CHIN are for informational and educational purposes only.   

	PUB E-6: Hardware Security

	POLICY
	Physical access to the system data processing areas, equipment and media must be controlled. Access must be controlled for the transportation of data processing media and other computing resources. The level of control is contingent on the level of risk and exposure to loss.

	SCOPE
	System wide.

	EFFECTIVE DATES
	July 22, 2005
	REVISED DATE(S):
	

	DESCRIPTION


	A.  Access to Computing Facilities and Equipment
· CHIN staff with the Power User within Participating Agencies will determine the physical access controls appropriate for their organizational setting based on the security policies, standards and guidelines discussed in this document.  The controls will include ensuring that computers in public locations are staffed, require password protected screen savers, or require the user to log off whenever leaving the workstation.

· All those granted access to an area or to data are responsible for their actions. Additionally, those granting another person access to an area, are responsible for that person’s activities.

B.  Media and Hardcopy Protection, Transportation and   

Destruction
· Printed versions of confidential data should not be copied or left unattended and open to unauthorized access.  

· Media containing client-identifying data will not be shared with any agency other than the owner of the data for any reason. CHIN System data may be transported by authorized employees using methods deemed appropriate by the participating agency that meets the above standard. 

· Reasonable care should be used, and media should be secured when left unattended.

· Magnetic media containing CHIN System data that is released and/or disposed of from the Participating Agency and CHIN should first be processed to destroy any data residing on that media.

· Degaussing and overwriting are acceptable methods of destroying data.

· Responsible personnel must authorize the shipping and receiving of magnetic media, and appropriate records must be maintained.

· CHIN System information in hardcopy format should be disposed of properly. This may include shredding finely enough to ensure that the information is unrecoverable. 


