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Standard Operating Policies

Section IIIE – Policies: Participating Agencies
Access to Data
Since August 2004, CHIN has been an affiliate of NC Housing Coalition and the NC Coalition to End Homelessness and provides vital information and community services to the citizens of North Carolina.  In this unique capacity CHIN is able to leverage the resources of its constituent members and agencies to more fully address homelessness in North Carolina.  CHIN provides homeless persons, service organizations and nonprofit and government agencies with the support and technical assistance to help strengthen our community by ending homelessness in North Carolina over the next ten years.  The resources presented through CHIN are for informational and educational purposes only.   

	PUB E-1: Access Privileges to System Software

	POLICY
	Participating Agencies will apply the user access privilege conventions set forth in this procedure.

	SCOPE
	Participating Agencies.

	EFFECTIVE DATES
	July 22, 2005
	REVISED DATE(S):
	

	DESCRIPTION


	User Access Privileges to the system

A. 
User Access: User access and user access levels will be deemed by the Executive Director of the Participating Agency in consultation with the CHIN Regional Coordinator. The Regional Coordinator will generate usernames and passwords within the Administrative function of the system.

B. 
User Name Format: The Regional Coordinator will create all usernames using the First Initial of First Name and Last Name. Example John Doe’s username would be JDoe. In the case where there are two people with the same first initial and last name, a sequential number should be placed at the end of the above format. Ex. JDoe2, JDoe3.

C. 
Passwords:

1. Creation: The Regional Coordinator will create a temporary password and will communicate the password to the user via email.

2. Use of: The user will be required to change the password the first time they log onto the system. The password must be between 8 and 16 characters and contain at least 1 number.

3. Expiration: Passwords expire every 60 days.

4. Termination or Extended Leave from Employment: The Power User will notify the CHIN Regional Coordinator to terminate the rights of a user immediately upon termination from their current position. If a staff person is to go on leave for a period of longer than 45 days, their password should be inactivated within 5 business days of the start of their leave. The Regional Coordinator is responsible for removing users from the system. The Regional Coordinator must update the access list and signed agreement on a quarterly basis.


