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Standard Operating Policies

Section IIIE – Policies: Participating Agencies
Access to Data
Since August 2004, CHIN has been an affiliate of NC Housing Coalition and the NC Coalition to End Homelessness and provides vital information and community services to the citizens of North Carolina.  In this unique capacity CHIN is able to leverage the resources of its constituent members and agencies to more fully address homelessness in North Carolina.  CHIN provides homeless persons, service organizations and nonprofit and government agencies with the support and technical assistance to help strengthen our community by ending homelessness in North Carolina over the next ten years.  The resources presented through CHIN are for informational and educational purposes only.   
	PUB E-10: Data Classification, Release, & Distribution

	POLICY
	All data will be handled according to the classifications below.

	SCOPE
	System wide.

	EFFECTIVE DATES
	July 22, 2005
	REVISED DATE(S):
	May 7, 2008
June 23, 2008


	PUB E-10: Report Classification, Release, & Distribution

	POLICY
	All data will be handled according to the classifications below.

	SCOPE
	System wide.

	EFFECTIVE DATES
	July 22, 2005
	REVISED DATE(S):
	May 7, 2008
June 23, 2008

	DESCRIPTION


	NCHC and the CHIN Reports Subcommittee will review all requests for custom reports to ensure that the reports are appropriately classified and that the data are handled according to the following procedures.  Reports will not be shared beyond their intended audience.
A.
Classifications: 

· Public - Aggregated, de-identified information approved for publication by NCHC and the CHIN Reports Subcommittee. Examples include aggregate numbers, charts, and graphs designed for presentation to stakeholders. Agency specific data will NOT be included.  Client identifying information will NOT be included.
· Community – Information not approved for external use but approved for organizations or individuals who have a contractual agreement with CHIN (Member Agencies and “Associates”).  Agency/program information may be included.  Client identifying information will NOT be included.  Examples include Data Quality reports and summary project reports.
· Agency - Information not approved for publication but approved for Member Agency or CHIN use. Client identifying information may be included.    Examples include data entry checks or other reports measuring data quality and identifying specific files, draft reports, fragments of data sets, or data without context. NOTE: Reports run by end-users that include client identifying information are classified as Agency and should not be distributed beyond the agency.
· Restricted - Information not ever scheduled for publication. Examples include data sets imported from agencies or groups not actively using the HMIS but who have entered into a QSOBA with CHIN and/or a participating CoC to import data into the CHIN HMIS.
B.
Procedures for transmission and storage of data:

· Public : Security controls are not required.  Accompanying analysis from NCHC may be required.
· Community: Security controls are not required.  Accompanying analysis from NCHC may be required.

· Agency: Requires password protection for delivery and storage.  Electronic copies must be magnetically overwritten and hard copies of the data must be destroyed.  Accessible only to agency and CHIN employees. 

· Restricted : Need to know access only. Requires auditing of access and must be stored in a secure location. There are not special requirements around destruction of these data If mailed internally must be labeled confidential; can be mailed first class.
All reports must be classified public, community, agency, or restricted.  All reports must be handled according to their classification.  Failure to handle reports properly is a violation of this policy.
C. Release of data principles:

· Agencies will be notified as soon as possible when a report that will identify specific information about their agency or program by name has been requested.  The notification will include the contact information of the organization/individual requesting the data, description of the data, copy of the final report, and release date. Confirmation of receipt of the notification is not required for the report to be produced or distributed. NOTE: Only organizations with a contractual agreement with CHIN can receive a Community level report.
· Affected agencies will receive a draft copy of a Community level report 30 days before it is released.  The report will be re-generated after the 30 day waiting period and then submitted as final with the Accompanying Statement.  During the review period, agencies are encouraged to correct any data entry errors for the report.  NOTE: Data Quality reports are not subject to the 30 day review period.

· Aggregate data will only be released with the permission of NCHC and the CHIN Reports Subcommittee.
· Aggregate reports may be available in a password protected section of the CHIN website.  
· Only de-identified, aggregate data will be classified as Public and released for general use unless special permission is given by NCHC and the CHIN Reports Subcommittee;

· There will be full access to aggregate data for all Member Agencies;

· Aggregate data will be available in the form of an aggregate report or as a raw data set;

· Aggregate data may be made available to the individuals and organizations who are not a part of CHIN with permission of NCHC and the CHIN Reports Subcommittee; and

· Parameters of the aggregate data, that is, where the data comes from and what it does and does not include will be presented with each report 


