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At Full House, Joe is asked

HMIS Step 2-

Is it ok for us to share information about the services we provide 

to you with other agencies within our Continuum/County?

You have the right to determine what information about services and/or 

programs are shared AND with which agencies the information is shared.

If Joe says YES 

to all sharing

Full House checks a box on the electronic 

consent form that allows sharing of all 

services/programs entered by Full House-per 

Full House’s sharing parameters

OR If Joe says YES 

to sharing of select information with 

select agencies

Full House checks those other agencies that 

may see the services/programs-per Joe’s 

consent

If Joe says NO

Full House checks a box on the electronic 

consent form that prevents service/program 

information from being shared with any other 

agency

Note: Universal Data Elements will still be 

shared but will not be traced back to Full 

House.


Client Information:

Principles, Process, and Best Practices
Client Consent Principles

· A client cannot be denied services because they refused to allow their information to be put into the HMIS.

· At each agency, the client is asked 1st – for permission to put their information into the system and 2nd – for permission to share their service and/or program information with other agencies within their CoC/county.

· A client can determine what information is shared AND what agencies will be able to see the information.

· Each agency can establish their own sharing parameters. A substance abuse clinic can decide to share service information with the transitional housing program but not with the food bank. 

· The more restrictive sharing parameters prevail.  If the client wants additional restrictions beyond what the agency normally provides, the client’s restrictions are followed. 

· Every action taken with a client’s file, even simply viewing the file, will be recorded with the user’s name and the date.  Users will be held accountable for all actions taken in the system.  This comprehensive audit trail can be viewed by CHIN staff, only.

Universal Elements

If the client gives permission for these elements to be entered, it is possible for these elements to be seen by all users of the CHIN HMIS.  However, no end user will be able to tell who entered the elements. These are not required to create a file.

· Name (First, Middle Initial, Last Name, Suffix)

· Social Security Number (note: not required)

· Date of Birth

· Gender

· Ethnicity

· Race

· Veteran Status

· Zip code of last address where client lived for 90 or more days

· Driver’s License/State ID Number

· Issuing State

· Identifying Marks/Clothing 

Universal Elements were approved by the CHIN Steering Committee, as recorded in the March 4, 2005 CHIN Steering Committee Meeting minutes.

Client Consent Process
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Joe Client enters Full House Shelter

He is given a consent form and asked

HMIS Step 1-

Is it ok to enter your universal elements into our statewide 

database?  Your universal elements can NOT be traced back to this agency.  If 

you agree, you do not have to provide all of the universal elements for us to 

create a file.

If Joe says YES

Full House enters the universal elements the 

client agreed to have entered into the system

If Joe says NO

Full House does not put the Joe into the system.  

Agency must keep separate records and 

manually add them for reports.

No additional HMIS steps 

occur



Client Information: Best Practices

The Carolina Homeless Information Network (CHIN) is a project of the NC Housing Coalition.  CHIN administers an internet based homeless management information system (HMIS) that collects and tracks information about clients and the services they receive.  CHIN and the CHIN Steering Committee are responsible for policies relating to the use of the HMIS.  
The information in this document does not constitute legal advice.  If you have a question about a practice or policy, consult an attorney who specializes in privacy and confidentiality laws.

The following information is divided into two sections.  The first section is a list of best practices regarding collecting client consent and handling clients’ data.  The second section lists some situations to consider.  Some involve intentional violation of client confidentiality and some are unintentional.

SECTION 1: Best Practices

Forms & File Management

· Agencies should have explicit protocols for handling client data in a way that protects the client’s confidentiality.

· Penalties for misuse of confidential data and breach of confidentiality by staff should be enforced. 

· All paper copies should be marked “confidential”

· All paper files should be stored in locked file cabinets and computers files must be password protected.

· Client ID numbers should be unique, computer generated, and unrelated to other identifies (ie SS#)

· Paper files with client identifying information should be shredded before disposal.

· Access to electronic or paper files should be limited to relevant staff work with the particular client population. (“need-to-know basis”)

Staff Training

· All staff should have confidentiality training.

· All staff should have periodic review training on confidentiality.

· All staff working with client info should read and sign a statement that they agree to follow agency protocols for handling client data in a way that protects the client’s confidentiality.

· Each agency should have an individual designated to ensure compliance with confidentiality policies and standards.

Client Informed Consent

· Clients should receive the following information in written form and should have the information explained to them in language they can understand: 

· the type(s) of information that will be disclosed (nature and extent);

· who/what programs has (have)  the authority to disclose information;

· to whom the information will be disclosed; 

· for what purpose(s) the information is needed;

· the method for sharing the information; and

· how their data will be protected.

· the date the consent is effective

· the date, event, or condition upon which the consent expires

· statement that the consent may be revoked but that is not necessarily retroactive

· how the client can file a complaint

· Clients should be given a paper copy of their completed consent form.

· Clients should have the right to request changes to their records.

· Clients should have the right to withdraw consent to share information. (The withdrawal does not have to be retroactive)

· Clients should have the right to request a copy of their records and a listing of the individuals who have accessed their record.  (Case notes may be exempt from this requirement.) 

· Agency privacy policies should be posted and given to the client before client information is collected.

· Privacy policies should include this kind of statement: “THIS NOTICE DESCRIBES HOW INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY”

· Privacy policies should include statements that -it is required by law to maintain the privacy of PHI and to notify patients of its legal duties and privacy practices, including any changes to its policies, the program must abide by the terms of the notice currently in effect, the program reserves the right to change the terms of its notice and to make the new notice provisions effective for all information it maintains, a statement describing how it will provide patients with a revised notice of its practices, and the name or title and telephone number for the client to call for more information.

· Agencies should offer reasonable accommodations for persons with disabilities and/or language barriers throughout the data collection process.

Sharing Client Information

· If specific information being shared is not listed in the consent, additional written consent should be acquired before sharing that info.

· Document the information that is released / shared, the date, reason for disclosure, specific info, recipient of info, name of people disclosing the info.

System Access

· Each individual accessing the system should have a unique login ID and password.

· Passwords should be changed on a regular basis.

· Multiple attempts to access the system with an incorrect password should result in the individual being automatically blocked from the system until an administrator can verify their permission to use the system.

Section 2: Disclosure of Confidential Information

Intentional and Justifiable Disclosure

The following situations require special consideration to ensure that the clients' best interests are protected by balancing the need for information with privacy rights: 

Medical Emergencies: Information may be disclosed to health care personnel for the purpose of treating a condition that poses an immediate threat to the health of the client.  This should be done in a discrete way so as to avoid sharing the client’s information with those who don’t need it.
Minors: The signatures of both the minor and a parent/guardian are required on the disclosure consent form.. 

Consumers Who Are Legally Incompetent: A legal guardian must be present to give consent on behalf of the client concerning the release of confidential information for the client who is legally incompetent. 

Child Abuse and Neglect: All states require the reporting of suspected child abuse or neglect, without mandatory consumer or parent/guardian consent. Information requested as a follow-up to this initial report requires consent. If the information requested is for use in a criminal investigation or prosecution of a consumer, written consent is insufficient; a court order is needed. 

Court Orders: The courts may authorize disclosure of confidential information where there exists good cause, as delineated in the federal rules' procedures. Such court orders only authorize disclosure of information that would otherwise be forbidden by the rules, but do not compel disclosure. For court orders authorizing disclosure for other than criminal purposes, the consumer must receive formal notice of the request and an opportunity to respond. The judge must weigh the need for disclosure against the potential harm to the client. The order must: (1) limit disclosure to information essential to the purpose, and (2) provide protection against future public scrutiny. 

Substance Abuse: According to federal regulation, consumers seeking treatment for alcohol or drug abuse should not be made more vulnerable by their record than those who have the same problem but have not sought treatment. Information may be released to payers, legal counsel, family/friends, the criminal justice system, central registries, and any other interested parties only with proper consent. 

Clients with HIV/AIDS: Medical/Mental Health clinicians may be required to report such cases to public health authorities, but only a small handful of states require the consumer's name. Clinicians should be aware of the requirements in their state and only provide the necessary information. If an employee has evidence that suggests that a client is engaging or has engaged in behavior placing others at risk of the disease, and the client either will not discontinue the behavior or will not inform the parties involved, it is ethically permissible to notify the relevant individuals or to have the public authorities do so. If the name of the other parties are not known, the public health authorities may be notified. 

Unintentional Disclosure
Sometimes just walking into an agency can imply that a client is receiving services and may reveal protected information (EX: seeing a client enter an HIV or AIDS agency.)  The following is a list of additional situations where clients’ information may be inadvertently disclosed:
Paper

Files sitting on a desk or faxes waiting to be picked up are potentially visible to anyone who enters the room
Conversations
Often times, conversations can be heard through walls or cubicle dividers.  Information may be inadvertently reveled to someone when they hear an agency worker talking on the phone, when a client and a worker are talking, or when coworkers are discussing cases. 
Mistakes 

When preparing reports, passing on files, or presenting a case at a meeting, if identifying information is not removed it could be unintentionally revealed.

Curiosity 
If an agency worker looks through the files of a client they are not serving, they may violate the confidentiality rights of that client.

RESOURCES

National Mental Health Association Standards for Responsible Management of Consumer Information (Position Statement P-34) July 1999 
Best Practices in e-therapy: Confidentiality & Privacy 
John M. Grohol, Psy.D.
April 8, 1999 rev.3 

http://www.nmha.org/
http://aspe.hhs.gov/datacncl/privacy/
http://www.hipaa.samhsa.gov/Part2ComparisonCleared.htm






